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List of Activities 

 

Reference Title Level 

L2 Ransomware L2- Average 
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Activity Title: Ransomware 

Level: L2- Average B2/B2+ 

Duration:  40-80 mins (1-2 hours of lesson) 

Short description - Goals 

 

Goals: This lesson is intended for teenagers and adults at CEF level B2/B2+ and above. It helps 

to identify the phenomenon of ransomware. It looks at both good sides and drawbacks of 

implementing a ban on paying ransomware so as to increase students’ awareness, digital 

competence and a sense of responsibility while having to deal with the problem. 

 

Other aims of the activity: 

After the end of the activity, students should be able to define the concept of ransomware. 

Moreover, they should be able to relate specific behaviour to this concept to understand what 

impact paying ransomware can have in real life and also be able to educate others about dealing 

with the issue in future life. Students should also be able to reflect about their own behavior on 

the internet, to think about how to protect themselves and others who are dependent on them.  

 

 

 

Method: Brainstorming/Presentation/Discussion/Debate/Self-research. 

 

Requirements – Instructions 

 

The realization of the activity requires: 

1) Computer and Overhead Projector  

2) The use of a link to the video material as well as to the article. 

3) Internet access. 

 

 

 

Scenario 

warm-up:  

Ask students to brainstorm ideas on kinds of cyberattacks. The example questions can be: Do 

you know what kinds of cyberattacks there are? Are you familiar with terms connected with 

cybercrime and cybersecurity? Have you heard of or have you experienced any case related to 

cyberattack?  

 

Task 1 
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Show a video (https://www.bbc.com/news/technology-57173096) related to ransomware and 

ask the students to answer the following questions after watching the film:  

1. What problem is being described in the film?  

2. What is Ransomware Task Force?  

3. What changes does RST want to implement? 

After discussing the answers, the teacher makes sure that the students understand the 

meaning of ‘ransomware’ by providing the definition  

 

Task 2 

The students are divided into two groups (or more) and asked to prepare for a debate on the 

advantages and disadvantages of introducing a legal ban on paying ransomware. After 5-10 

min the students start a debate by giving arguments for and against. 

 

Task 3  

The students are asked to read an article individually  

(https://www.bbc.com/news/technology-57173096) and identify the arguments mentioned in 

the article, compare them with the ones that were presented during the debate. They also 

think about some other alternative ideas/aspects.  

 

Task 4 

The final conclusion made collaboratively about the meaning of ransomware, the different 

aspects of the ban on ransomware. The students are asked about their own opinions and 

recommendations. The students can also be asked to run a roleplay between a hacker and a 

victim. 

 

Suggestion for further activities - 

Discussion: 

What do you think is a more serious threat: ransomware or identity theft? 
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